E safety curriculum 2017/18





Resources and Scheme of Work

All teaching and non-teaching staff should be aware of and be able to recognise e-safety issues when they arise
Teaching E-safety skills is a priority (and taught explicitly in computing and PSHE lessons)
Clear reporting processes exist when safety issues are highlighted
There is a progressive e-safety curriculum in place

In our schools we have an e-safety policy available for reference on the network. A copy is on the safeguarding noticeboard in the
staffroom.
At the start of every half term, the first computing lesson should stress the SMART safety rules and every classroom needs to have a copy of the
laminated poster on display.
There should be frequent reminders and input into the class lessons throughout the year about the aspects of online use that we want our pupils
to be aware of and safe from abuse, with timetabled lessons and events in each term.
The following resources should be used in every year group:

Years 1&2 SoW
SMART poster and safety rules reminders
in the first week of every half term

Years 3&4 SoW
SMART poster and safety rules reminders in
the first week of every half term

Years 5&6 SoW
SMART poster and safety rules reminders in the
first week of every half term

Hector’s World
(5 online videos)
www.thinkuknow.co.uk

BBC Growing Up Digital resources
http://www.bbc.co.uk/cbbc/curations/growin
g-up-digital

CEOP:
https://www.thinkuknow.co.uk/11_13

CEOP: Lee and Kim’s Animal Magic CEOP: Star Rider
Adventure
https://www.thinkuknow.co.uk/8_10/Star(video and song)
Rider/
www.thinkuknow.co.uk
CyberCafe
Safer Internet Day Assembly
www.thinkuknow.co.uk/8_10

‘Becky’ video
https://www.thinkuknow.co.uk/teachers/resou
rces/?tabID=2
LGFL: Trust Me resources
www.lgfl.net/online-safety/trust-me
Safer Internet Day Assembly

Childnet: Captain Kara & Winston’s SMART
Adventures
http://www.childnet.com/resources/know-itall-for-primary
Safer Internet Day Assembly

Year 1 themes
Safe Searching: Pupils
learn they can go to
exciting places online,
but they need to
follow certain rules to
remain safe.
Directory sites with
ABC searching can be
useful.
Sharing Personal
Information: Pupils
learn that websites
often ask for personal
details and learn how
to handle requests
sensibly
Communication:
Pupils learn that
messaging and emails
can be used to
communicate with
real people within
their schools, families
and communities.

Year 2 themes
Websites: Pupils learn
that they can stay safe
online by choosing
websites that are good
for them and avoiding
sites that are
inappropriate.
Digital Trails: Pupils
learn that the
information they put
online leaves a digital
footprint.
Communication:
Pupils learn that
sometimes people can
act like bullies online
and this is called
‘cyberbullying.’

Year 3 themes
Communication:
Pupils learn that
online and in-person
messages are
different.
Pupils learn that
people can connect
online and
communicate through
communities and
websites.
Online security: Pupils
learn the benefits of
using passwords and
the strategies that can
be used to create
strong, safe
passwords.

Year 4 themes
Communication:
Pupils learn about
how they can respond
to messages received
online that make them
feel angry, hurt, sad or
fearful.
Pupils learn what it
means to be
responsible and
respectful in their
online messaging.
Online security:
Pupils learn strategies
to improve accuracy
when searching online
Pupils learn to think
critically about the
private information
they share online.

Year 5 themes
Online security: Pupils
learn how to create
strong passwords to
protect themselves
online from identity
theft.
Pupils learn what
spam is and how to
deal with it.
Communication:
Pupils learn not to
reveal private
information to people
online.

Year 6 themes
Communication:
Pupils learn about
cyberbullying, how it
has similarities to inperson bullying and
strategies to deal with
it when it happens.
Online security:
Pupils learn how
secure websites keep
their private
information safe, by
checking privacy
policies and settings.

